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Starter Pack

Cisco Secure Workload
Windows AD Domain Controller Micro-Segmentation

Cisco Secure Workload (CSW) is the premier Micro-Segmentation & Workload Protection
Platform. BTA’s years of CSW experience will quickly and safely secure your Windows AD

Domain Controllers.

Microsoft Domain Controllers (DCs) are crucial
components of Active Directory (AD)
environments, responsible for authenticating
and authorizing access to network resources.
As such, compromising a DC can lead to
severe cybersecurity risks, including:

Data theft and exfiltration
Network-wide privilege escalation
* Ransomware attacks

Credential theft

» Malware propagation

Denial of Service (DoS) attacks

BTA will work with your team to deploy CSW
SaaS agents to your Domain Controllers and
other servers. We’'ll then build foundational
Scope design and Annotation inputs to
optimize CSW's application flow discovery

After collecting live flow data from your agents
over several weeks, BTA will leverage CSW's
Application Dependency Mapping capabilities
to categorize all the traffic to and from your
Domain Controllers. BTA will cooperatively
develop an enforcement strategy to lock down
your DC's, so that only authorized devices can
access them, and only authorized ports and
protocols can be used.

You'll get detailed as-built documentation on
the CSW deployment and DC protection policy.
Plus, BTA will provide a year’s worth of our
Ensure Managed Service, delivering agent and
policy maintenance. This service also includes
monthly review calls to examine the wealth of
traffic security information you'll be getting
from the deployed CSW agents, including other
risks, vulnerabilities, and odd traffic patterns.

Our Windows AD DC Micro-Segmentation Starter
Pack includes:

CSW SaaS setup and Scope design
Installation of up to 100 agents, with labels
ADM and Policy Enforcement for Active
Directory servers

As-built documentation

+ 1 year of agent and policy enforcement
maintenance with monthly review calls

Unbeatable Experience
» >7100 CSW Deployments
» Led CSW services since before it shipped

Proven Processes for Rapid Value
» BTA's model: SIMPLE
» Customer Adoption Lifecycle
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